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LGC Candidate Privacy Notice 
 
LGC Limited is committed to protecting the privacy and security of your personal data.  
 
This Global Candidate Privacy Notice (“Candidate Privacy Notice”) describes how LGC Limited and 
its subsidiaries and affiliated entities (collectively, "LGC", "we", "us" and/or “our”) collect and process 
personal data about you during the application and recruitment process. This Candidate Privacy Notice 
applies to job applicants only, but supplements and should be read together with the LGC Employee 
Privacy Notice and LGC Group Data Privacy & Processing Policy which applies to all personal data 
collected on our website(s). 
 
For these purposes: 

• Personal Data means any information that relates to you (the Data Subject) as an identifiable 
living individual (or data subject) – typical examples are given below but would include name, 
address, etc.; 

• Collection means how we acquire your Personal Data; and 
• Processing means the storage retention, use, accessing, correction, transfer and deletion of 

Personal Data, whether by automated electronic means (on computer) or in a structured paper 
filing system. 

 
This Candidate Privacy Notice describes the categories of Personal Data that we collect, how we use 
your Personal Data, how we secure your Personal Data, when we may disclose your Personal Data to 
third parties, and at what stage and how we may transfer your Personal Data outside of the country from 
which it was collected. This Candidate Privacy Notice also describes your rights regarding the Personal 
Data that we hold about you and how you can access, correct, and request deletion of your Personal 
Data.  
 
We will only process your Personal Data in accordance with this Privacy Notice and as allowed by 
applicable law. In accordance with law, we take steps to ensure that the Personal Data we collect about 
you is adequate, relevant, not excessive, and is processed for lawful purposes. 
 
Data Controller 
 
The data controller responsible for your Personal Data is the LGC Limited. In the event that you become 
employed, LGC Limited will share this personal data with any LGC Group Company by whom you may be 
employed or otherwise. For example, if you work in an LGC role in Germany, your LGC employing entity may 
be LGC Beteiligungs GmbH. 
 
Collection of Personal Data 
 
For purposes of this Candidate Privacy Notice, Personal Data means any information about an 
identifiable individual collected in connection with the application and recruitment process.  
 
We may collect Personal Data directly from you, as a job applicant, or may receive Personal Data from 
third parties, for example, via forms you submit to us on our website or job application portal in 
connection with a background, employment, or reference check, subject to your consent where required 
by law. We may collect, store, and process the following categories of Personal Data in connection with 
our recruiting and interview process: 
 

• Personal contact details such as name, title, addresses, telephone numbers, and personal email 
addresses 

• Work history and other relevant experience 
• Education information 
• Information collected during phone screenings and interviews 
• Details regarding the type of employment sought, desired salary, willingness to relocate, job 

preferences, and other information related to compensation and benefits 
• Reference information and information received from background checks, where applicable, 

including information provided by third parties such as recruiters 
• Information related to previous applications to LGC 
• Immigration-related information, visa status, citizenship, and related family status 
• Any additional personal details that you otherwise voluntarily provide to us 
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The provision of full and complete information in support of a job application is necessary for selection 
purposes. 
 
Use of Personal Data 
 
We will only process your Personal Data when permitted by applicable law to so do and in connection 
with carrying out our application and recruitment process. We may process your Personal Data for the 
following purposes: 
 

• Identifying and evaluating job applicants, including assessing skills, qualifications, and interests. 
• Verifying your information and carrying out employment, background, and reference checks, 

where applicable, subject to your consent where required by applicable law 
• Communicating with you about the recruitment process and your application 
• To demonstrate job applicants’ agreement to, or acceptance of, documents presented to them, 

e.g., pre-employment agreements, acknowledgment of employment applications, and offer 
letters 

• Keeping records related to our hiring processes 
• Creating and submitting reports as required by applicable laws, regulations, or court orders 
• Analysing and improving our application and recruitment process 
• To comply with our legal, regulatory, or other corporate governance requirements 
• Complying with applicable regulations, legal processes, corporate governance requirements, or 

enforceable government requests, as well as local, state, and federal law, regulations, 
ordinances, guidelines and orders 

• To protect the rights and property of LGC, other job applicants, employees or the public as 
required or permitted by law 

 
We will store the Personal Data we collect about you for no longer than necessary for the purposes set 
out above and in accordance with our legal obligations and legitimate business interests. In addition to 
using your Personal Data for the position for which you have applied, we may retain and use your 
Personal Data to inform you about and consider you for other positions that may be of interest to you. If 
you do not want us to consider you for other positions or would like us to remove your Personal Data 
from our Applicant Tracking System, you may contact us at human_resources@lgcgroup.com.  
 
We will only process your Personal Data for the purposes outlined in this Privacy Notice. If we wish to 
process your Personal Data for an unrelated purpose, we will provide notice to you and, if required by 
law, will seek your consent.  
 
You will not be subject to decisions based on automated data processing without your prior consent. 
 
There are instances where we require your Personal Data in order to employ you or interact with you in 
other ways.  These instances may be so we can enter into and perform the contract with you, or so it 
can comply with applicable law.  Therefore, we must inform you that if you do not provide the Personal 
Data required for these certain purposes, we may not be able to enter into a contract, or perform the 
contract we have in place, with you, meaning we would not be permitted to offer you employment or 
otherwise engage with you. 
 
Collection and Use of Sensitive Personal Data 
 
The following categories of Personal Data may be considered especially sensitive under the applicable 
law and any handling of such data will require enhanced technical and organisational safeguards and 
specific legal basis: 
 

• Race or ethnic origin 
• Political opinions 
• Religious, philosophical, or moral beliefs 
• Trade union membership 
• Social welfare, gender, or sexual orientation 
• Physical or mental health or condition 
• Unlawful or objectionable conduct, criminal charges, or convictions 
• Biometric information 
• Genetic data 
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We may collect and process the following categories of sensitive or special category Personal Data 
voluntarily provided by you for the following purposes, to carry out our obligations as permitted by 
applicable law: 
 

• Physical or mental health or condition or disability status to determine appropriate workplace 
accommodations and evaluate fitness for a particular position or for the provision of benefits 

• Family and/or marital status and limited health information required to process an employee's 
request to apply for supplemental health insurance or other optional benefits for the employee 
and/or related persons 

• Race or ethnic origin to ensure meaningful equal opportunity monitoring and reporting 
• Unlawful or objectionable conduct, criminal charges, or convictions to evaluate fitness for a 

particular position 
 

Where we have a legitimate need to process your sensitive Personal Data for purposes not identified 
above, we will only do so where this is lawful or after providing you with notice and, if required by law, 
obtaining your prior, express consent. 
 
Data Sharing 
 
We will only disclose your Personal Data to third parties where required by law or to our employees, 
contractors, designated agents, or third-party service providers who require such information to assist 
us with administering the application and recruitment process, including third-party service providers 
who provide services to us or on our behalf. We may use third-party service providers for various 
purposes, including, but not limited to, obtaining employment verification and background checks. These 
third-party service providers may be located outside of the country in which you live or the country where 
the position you have applied for is located. 
 
We require all our third-party service providers, by written contract, to implement appropriate security 
measures to protect your Personal Data consistent with our policies and any data security obligations 
applicable to us. We only permit them to process your Personal Data for specified purposes in 
accordance with our instructions. 
 
Cross-Border Data Transfers  
 
In accordance with applicable law, we may transfer your Personal Data to other jurisdictions that may 
not provide the same level of data protection as your home country, but we will do so, only as necessary 
to perform our recruitment purpose. If you are located in the European Economic Area (EEA) or the UK, 
we do so only having ensured your data is shared using standard contractual clauses approved by the 
European Commission (“SCCs”) or the International Data Transfer Agreement approved by the UK 
Government (“IDTA”) if the country to which we are sending your Personal Data does not have adequate 
privacy controls according to the European Commission or UK Government.  In certain circumstances, 
we may also seek your consent, to secure the transfer of your Personal Data to other jurisdictions. If 
you would like more detailed information on when we transfer your Personal Data internationally, 
including if you would like to see a copy of any relevant executed SCCs or IDTA, you can contact us 
using the contact details provided in this Privacy Notice. 
 
Data Security  
 
We have implemented physical, technical, and organisational security measures designed to secure 
your Personal Data against accidental loss and unauthorised access, use, alteration, or disclosure. In 
addition, we limit access to Personal Data to those employees, agents, contractors, and other third 
parties that have a legitimate business need for such access and are bound to a contractual and/or 
professional duty of confidentiality. All personal data we collect will be stored on secure servers.  
 
Data Retention  
 
Except as otherwise permitted or required by applicable law, we will retain your Personal Data only for 
as long as necessary to fulfil the purposes for which it was collected.  Typically, unsuccessful candidate 
data is deleted after a period of 1 year, unless you have requested we keep your details on file for any 
future roles. 
 
In cases where we have no ongoing legitimate business need to process your Personal Data, we will 
either delete your Personal Data or, anonymize your Personal Data so that it can no longer be associated 
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with you. We reserve the right to use such anonymous and de-identified data for any lawful purpose 
without further notice to you or your consent.  
 
If you are offered and accept employment with LGC, the Personal Data we collected during the 
application and recruitment process will become part of your employment record and we may use it in 
connection with your employment consistent with our LGC Employee Privacy Notice and LGC Group 
Data Privacy & Processing Policy. 
 
Once you are no longer an employee of LGC, we will securely retain and/or destroy your Personal Data 
in accordance with applicable laws and regulations. 
 
Rights of Access, Correction, Deletion, Transfer and Objection  
 
It is important that the Personal Data we hold about you is accurate and current. Please keep us informed 
if your Personal Data changes during the application and recruitment process. By law, you may have 
the right to request access to and correct the Personal Data that we hold about you, or to object to or 
restrict the processing of your Personal Data in certain circumstances or to transfer the data in 
accordance with your direction. 
 
If you wish to review, verify, correct or request deletion of your Personal Data, object to or restrict the 
processing of your Personal Data, or request that we transfer a copy of your Personal Data to another 
party, we would ask you to contact:  data.protection@lgcgroup.com .  
 
We may request specific information from you to help us confirm your identity and your right to access 
and provide the Personal Data that we hold about you or make your requested changes. Applicable law 
may allow or require us to refuse to provide you with access to some or all of the Personal Data that we 
hold about you, or may have destroyed, deleted, or made your Personal Data anonymous in accordance 
with our record retention obligations and practices. If we cannot provide you with access to your Personal 
Data, we will inform you of the reasons why, subject to any legal or regulatory restrictions. 
 
Right to Withdraw Consent  
 
Where you have provided your consent to the collection, processing, and transfer of your Personal Data, 
you have the legal right to withdraw your consent. To withdraw your consent to processing of your 
Personal Data, if applicable, email: data.protection@lgcgroup.com . 
 
Data Protection Lead/ Officer  
 
We have appointed a Data Protection Lead in the LGC Legal Compliance Team to coordinate LGC’s 
Data Privacy practice and have also appointed a Data Protection Officer. If you have any questions 
about this Privacy Notice or how we handle your Personal Data, or if you would like to exercise any of 
the rights detailed above in relation to your Personal Data, please contact: 
data.protection@lgcgroup.com or Legal Compliance Department, LGC, Queens Road, Teddington, 
Middlesex, TW11 0LY United Kingdom. 
 
If you are unsatisfied with our response to any issues that you raise, you may have the right to make a 
complaint to your local supervisory authority, such as the UK’s Information Commissioner’s Office (ICO) 
or one of the German Regional Supervisory Authorities. However, if you do have any issue or concern, 
we would encourage you to contact LGC’s Data Protection Lead in the first instance by email to 
data.protection@lgcgroup.com . 
 
Changes to This Candidate Privacy Notice  
 
This Privacy Notice may be modified from time to time, at our discretion and without prior notification to 
you. Changes to this Privacy Notice can be found on this page and will be effective immediately upon 
posting to this Site. 
  



Page 5 of 7 

Date of Issue: May 2023  
Version number: 1 

Author: Group HR Operations Director  
Authorised: Deputy General Counsel 

 
 

California Rights Addendum 
 
This California Rights Addendum (the “Addendum”) supplements LGC’s Global Candidate Privacy 
Notice and supports compliance with the California Consumer Privacy Act of 2018, as amended by the 
California Privacy Rights Act of 2020 (collectively, the “CPRA”), and this Addendum solely applies to 
you if you are a covered person who resides in the State of California in the United States of America. 
 
In the event of a conflict between the terms of this Addendum and the rest of the Global Candidate 
Privacy Notice, this Addendum shall take precedence for California residents. Capitalised terms not 
defined herein shall have the meanings set forth in the California Consumer Privacy Act. 
 
1. Key Definitions under the CCPA and CPRA 
 
For purposes of this Addendum, the term “personal information” includes “sensitive personal 
information” such as social security number, driver license number, state identification card, passport 
number, financial data, genetic data, biometric data, precise geolocation, and racial and ethnic origin, 
content of consumer communications (email, mail, or text) unless the business is the intended recipient, 
genetic data, and information collected concerning a consumer’s health, sex life, or sexual orientation, 
commission or alleged commission of crime or related proceedings, and/or financial information. Any 
terms used but not defined herein have the meanings assigned to them under the CPRA. 
 
In any event, under the CPRA, personal information (including sensitive personal information) generally 
does not include (i) publicly available information from government or other publicly available records, 
(ii) de-identified or aggregated information, or (iii) any other information excluded under applicable law. 
 
2. Your Privacy Rights 
 
As of January 1, 2023, the CPRA provides California residents (referred to as “you” herein) with specific 
rights regarding their personal information, subject to certain legal limitations and exceptions. The 
existing and new rights available to California job applicants include the following: 
 

 Right to know what categories of personal information being collected or that an employer 
holds about you. Specifically, you have the right to request that we disclose certain information 
to you about our collection and use of your personal information over the past 12 months (the 
“right to know”). In response to your verified request, we will disclose to you: 

a. The categories of personal information we collected about you; 
b. The specific pieces of personal information we collected about you; 
c. The categories of sources from which we collected personal information about you; 
d. The purpose(s) for which we use that personal information; The categories of third 

parties with whom we share that personal information, including identifying the personal 
information categories that each category of recipient obtained; and 

e. The categories of information that the business sells or discloses to third parties. 
 

 Right to access the personal information  in a portable and usable format, 
 Right to delete personal information (subject to certain exceptions, including to comply with 

a legal obligation), 
 Right to correct inaccurate personal information, 
 Right to know what personal information is sold or shared with third parties (i.e., 

disclosure for monetary or other compensation where there is not a written agreement restricting 
the other party's use of the data), 

 Right to opt-out of sale or sharing of personal information, 
 Right to limit use and disclosure of sensitive personal information to specific business 

purposes or limited disclosures, and 
 Right to no retaliation following opt-out or exercise of their CPRA rights. 

 
If we receive a request from a job applicant to exercise one of the above rights, we will be required to 
honour the request within 45 days (which may be extended for up to an additional 45 days under certain 
circumstances), unless an exception applies. 
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3. Categories of Personal Information We Collect 
 
This section sets forth the categories of “personal information” (as such terms are defined under the 
CPRA) that we may collect about you when you enquire about and/or apply for employment at LGC.  
We have collected the following categories of personal information in the preceding twelve (12) months 
from one or more job candidates for the purposes identified below: 
 
A) Personal Information 
 

Personal Information Category Business Purpose(s) 

Identifiers 
(including name or alias, home address, 
telephone number, or email address) 

Used to process and manage interactions and transactions 
with job applicants, service providers, contractors, and 
third parties; provide and perform marketing and support; 
maintain security of personnel and company and employee 
property and facilities; perform human resource functions 
and employment training; fulfil legal obligations of the 
company; and manage employment and administer 
benefits. 

California Customer Records Statute 
(including signature, education, 
employment history, bank account 
number, or any other financial 
information, medical information, or 
health insurance information, etc.) 
 
Note: Some personal Information 
included in this category may overlap 
with other categories. 

Used to implement diversity and inclusion programs and to 
comply with applicable laws; perform human resource 
functions, including hiring and interviewing job candidates; 
and manage employment and administer benefits and 
payroll. 

Protected classification 
characteristics under California or 
federal law 
(such as race, national origin, religion, 
gender, age, sexual orientation, medical 
conditions, citizenship, disability, military 
or veteran status, request for family and 
medical care leave, and request for 
pregnancy disability leave) 

Used to implement and improve our diversity and inclusion 
programs and to comply with applicable laws, such as the 
reporting requirements of the Federal Equal Employment 
Opportunity Act; to perform human resource functions; and 
manage employment and administer benefits, reasonable 
accommodations, and leaves of absence. 

Professional or employment-related 
information 
(such as work history, prior employer, 
human resources data, and data 
necessary for administering benefits and 
related administrative services) 

Used to establish, manage, or terminate the employment 
relationship or manage the post-employment relationship, 
administer health and Workers’ Compensation insurance 
programs; and comply with applicable laws. 

Non-public education information 
(such as Non-publicly available 
educational information as defined under 
the Family Educational Rights and 
Privacy Act (FERPA) and related 
regulations, such as a grade point 
average, report card, and school 
transcript) 

Used to the extent that educational information is relevant 
to interviewing and hiring qualifications for employees, 
interns, and contractors and as may be necessary for a 
tuition reimbursement program. 

 
 
B) Sensitive Personal Information 
 
We do not collect or process sensitive personal information or characteristics of protected classifications 
for the purpose of inferring characteristics about job applicants. 
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4. We Do Not Sell or Share Your Personal Information 
 
We do not sell (as that term is defined under the California Privacy Rights Act (CPRA)) your personal 
information to third parties. This means that we do not sell, rent, share, or otherwise disclose your 
personal information to third parties in exchange for monetary or other valuable consideration. 
 
5. Disclosure of Personal Information for a Business Purpose 
 
We may share your personal information by disclosing it to a third party for a business purpose. We only 
make these business purpose disclosures under written contracts that describe the purposes, require 
the recipient to keep the personal information confidential, and prohibit using the disclosed information 
for any purpose except performing the contract. 
 
During the past 12 months, we have only disclosed for our business purposes the categories of personal 
information listed above to the following categories of third parties: 
 

 affiliates and subsidiaries; 
 service providers; 
 professional advisors; and/or 
 entities to which you have consented to the disclosure or as we are otherwise required by law 

or legal process to do so.  
 


